OUR PRIVACY PoOLICY AS OF MAY 25TH 2018
PRACTICE PRIVACY POLICY- PATIENT DATA

WE OBTAIN AND PROCESS PERSONAL DATA FOR THE PURPOSE OF PROVIDING YOU WITH DENTAL TREATMENT SAFELY AND TO THE
HIGHEST STANDARDS. THIS STATEMENT IS YOUR GUIDE TO THE PRINCIPLES OF PRIVACY AND CONFIDENTIALITY WHICH GOVERN THE
COLLECTION, USE, STORAGE, DISCLOSURE AND DESTRUCTION OF YOUR PERSONAL DATA IN THIS PRACTICE.

WHO WE ARE

When we talk about '‘Dundrum Dental
Surgery' or “us” or “we” in this
notice, we are talking about
Dundrum Commercial Solutions ltd.
and the services it provides to
Dundrum Dental Services Ltd.
trading as Dundrum Dental Surgery.
Dundrum Dental Surgery provides
general and specialist dental
treatment to patients. You can
contact wus at email-
info@dundrumdentalsurgery.ie, by
telephone 01 2986029, or by post
Dundrum Dental Surgery, 12 Main
St., Dundrum, D14, Ireland.

DATA PROTECTION & CONFIDENTIALITY
Having completed an assessment of
our practice and the data we gather
we conclude that a data protection
officer is not a requirement. All of
our team are trained in Data
Protection and confidentiality. The
person overseeing Data Protection
and confidentiality issues is Dr. Sarah
Jane Dunne.

OBTAINING PERSONAL INFORMATION

WE collect and store information
about you, your general and your
dental health in order to provide
dental care efficiently and safely.
We also use your data to
communicate with you about advised
treatment and upcoming
appointments you have made with
us. We communicate with all of our
patients as part of our professional
duty of care to remind them when a
dental visit or hygiene visit is due as
advised by their clinician. The
personal data we obtain from you
includes:

* Personal details including
your name, date of birth,
address, telephone
numbers, alternative
contact details, email
address.

* Link to family members that
attend our practice eg
spouse or children.

*  Your doctor and relevant
Medical Consultant(s)

*  Your medical and dental
history

* X-rays, clinical
photographs, digital scans
and study models.

* Information about proposed
treatment, options, consent
to treatment, treatment
provided and its cost,
clinical notes, general notes
relating to any
communication with you or
regarding your attendance
at our practice

* Notes of conversations or
incidents that might occur
for which a record needs to
be kept

*  Correspondence with other
healthcare professionals
relating to you including
agreed referrals to other
healthcare professionals

®* PPSN and Insurance Details
if you require us to liase
with 3rd parties on your
behalf for payment or
application for your dental
treatment including the
department of Social
Welfare, VHI and others you
may request.

* Your financial agreements
and history with our
practice.

* We do not store payment
card details.

* In specific cases agreed
with you we may store
Direct Debit banking
information securely.

* Appointment times and
dates with our practice.

How WE KEEP YOUR PERSONAL
INFORMATION SAFE

We keep our building, our computers
and files secure. Visitors to the
practice do not have access to
patient data. Your personal
information is stored on computers
which are password protected. Our
Practice Software is Exact from
Software of Excellence UK and
meets international data protection
standards including GDPR and is
accessible only by active members of
our team with a legitimate reason
for accessing your data. Our practice
network is secure and protected

with all recommended antivirus,
malware and other IT security
measures. These are audited
regularly to ensure they are
effective and current. This service is
provided by Microminder Ireland Ltd
and they are GDPR compliant.

All of our team are trained in
confidentiality And data protection
and have legal confidentiality
agreements regarding your
information. We operate secure back
up systems which are regularly
audited.

REGISTRATION WITH THE DATA
COMMISSIONER

This practice is registered with the
Data Protection Commissioner.

PERSONAL DATA IS KEPT ACCURATE,
COMPLETE AND UP-TO-DATE

WE will regularly ask you to update
your personal data, usually using the
Clinipad system. The tablets do not
store your personal data but transfer
it securely to within the protection
of the Exact software system. This
will include your medical history,
personal contact details and a dental
questionnaire. We ask that you
inform us of any significant changes,
such as a change of address or other
contact details, at your earliest
convenience. It is important to know
that the collection, use or possible
disclosure of this data may be
crucial to our ability to safely
provide you with the care you
require; without your agreement to
this process it may not be possible to
provide you with treatment.

You have access to a copy of your
personal data upon written request
and the right to have data rectified
if incorrect.

PERSONAL DATA IS KEPT FOR SPECIFIED,
EXPLICIT AND LAWFUL PURPOSES

We collect and store your data for
the following reasonse to prevent
injury or other damage to the health
of the data subject

. the performance of a
contract to which the data subject is
a party;

«for the purpose of the legitimate
interests of Dundrum Dental Surgery


mailto:info@dundrumdentalsurgery.ie

Your personal data is obtained, kept
and used primarily for the purpose
of providing you with healthcare
efficiently and safely. Staff within
the practice will have access to the
data on a ‘need-to-know’ basis to
ensure you receive the highest
standard of care.

We communicate with our patients
regarding appointments they have
booked by text, email, telephone
and post. You may opt out of these
communications at any time directly
with us or by using our contact
details above. We may ask to
confirm your identity. We
communicate with our patients when
a dental visit or hygiene visit has
been recommended and is shortly
due, due or overdue. We do this to
help safeguard your dental health
and as part of our duty of care to
you. You may opt out of these
communications at any time directly
with us or by using our contact
details above. Opting out of these
reminders may adversely affect you
dental health.

We may ask for your specific consent
to contact you separately with
regard to practice newsletters,
information on services or products
we feel may be of interest to you.
These separate communications
require your permission and you may
opt-out at any time using the
included link on the relevant
communication or by contacting us
directly at the above contact
details.

All members of the dental team
adhere to the practice’s Code on
Confidentiality in compliance with
the Data Protection Acts, 1988 and
2003, and the Dental Council’s Code
of Practice relating to Professional
Behaviour and Ethical Conduct,
2012. Any disclosure of personal
data, without your consent, can only
be done for specified, legitimate
reasons (8 (a-h), Data Protection
Act, 1988; Section 10, Dental
Council’s Code of Practice relating to
Professional Behaviour and Ethical
Conduct, 2012).

Access to your personal data is on a
‘need-to-know’ basis. This prohibits
the release of your information to a
spouse, partner or family member
without your explicit consent. A
guardian or carer may have the right
to access information in the case of
vulnerable adults or those with
diminished mental capacity. A parent
or guardian will have access to your
personal information if you are less
than 16 years of age.

A copy of your dental records will be
transferred to another practice or
healthcare professional upon your
written request.

Your consent will be sought before
the release of any data to other
healthcare professionals and then
only the relevant part of your
records will be released. All
healthcare professionals are
required to treat your personal data
to current Data Protection
standards. Your consent will be
sought in the case of: A report to
dental insurance company, A medico-
legal report, Any documentation
relating to a “third party” Dental
Scheme (e.g. PRSI scheme, dental
Insurance or Payors)

There are certain activities where
patient information may be used but
where the information is
anonymised, eliminating patient
identification: Teaching, Continuing
Professional Development. Quality
Assurance/Internal audit necessary
in assessing and assuring the quality
of your care, Research.

If DENTIST should cease practice or
should die while still a practicing
dentist, the dental team will be
guided by the Dental Council’s Code
of Practice relating to Professional
Behaviour and Ethical Conduct in
informing you, safeguarding your
personal data and ensuring
continuity of care where possible.
PERSONAL DATA IS ADEQUATE,

RELEVANT AND NOT EXCESSIVE

Every effort is made to ensure that
the information we collect and
retain for you is in keeping with our
aim to provide you with an efficient
service and to care for you safely.
We will explain the purpose of any
information sought if you are not
sure why.

PERSONAL DATA IS RETAINED FOR NO
LONGER THAN NECESSARY

We retain adult records for 8 years
after the last treatment. In the case
of children and young adults that
cease treatment, the records are
kept until the patient’s 25th
birthday; or their 26th birthday if
the young person was 17 when they
finished treatment. If a patient dies
before their 18th birthday, records
are kept for 8 years.

All records are disposed by a secure,
certified, method of destruction
(Dental Council Code of Practice
relating to Professional Behaviour
and Ethical Conduct, 2012).

DATA BREACHES

Dr Sarah Jane Dunne is responsible
for dealing with any incident where

personal data has been put at risk of
unauthorised disclosure, loss,
destruction or alteration.
Management of any breach incident
will comply with the advice of the
Data Protection Commissioner

Third Parties

Only secure and trusted third parties
have access to your data in the
course of required operations,
business analysis and security. This is
currently limited to our IT providors
and Software providors as listed
above. These providors are GDPR
compliant and only process your
information at our request. Cloud
based transfer where required is
secure and is currently held on
servers in the UK. Where servers
may be located outside of the EEA or
UK in future we will ensure our
providors provide the same level of
security to your data to protect your
rights.

YOUR RIGHTS

You are legally entitled to a copy of
your personal data upon written
request, or by email from the email
account we have on you record. We
may ask for confirmation of your
identity to ensure confidentiality. As
well as a right of access you also
have the right to have any
inaccuracies in your data rectified
and to have the inaccuracies erased.
(NOTE: The maximum fee for an
access request is €6.35). You may be
provided with a printed paper copy
of a digital x-ray in response to an
access request or a digital copy of
your records. We will provide this
within 40 days of your request where
possible, and if not possible we will
contact you to advise of the reason
and the expected date.

If you have a complaint or concern
with any aspect of how we process
your personal information please
contact us directly at the above
contact details. You retain the right
to make a complaint to the Data
Protection Commissioner at all
times.
Children &
individuals
Children’s data is protected in the
same manner as adult data. . A
guardian or carer may have the right
to access information in the case of
vulnerable adults or those with
diminished mental capacity. A parent
or guardian will have access to your
personal information if you are less
than 16 years of age.

If you have any questions in relation
to this Statement or any issue that
arises from it please speak with our

other vulnerable



reception team, practice manager or
Dr. Sarah Jane Dunne.



